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It all started with an email…

12 years ago…
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Verification of variability-intensive systems

...

Instead of: Write:

+ companion feature model:

feature expressions
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Uniform random sampling

Given a feature model 
(a Boolean formula)…

… sample a valid variant (a solution to 
the formula) with uniform probability:

{v, b, s}  {v, b, t}  {v, b, s, t}
{v, b, s, f}  {v, b, t, f}  {v, b, s, t, f}
{v, b, s, c}  {v, b, t, c}  {v, b, s, t, c}
{v, b, s, f, c} {v, b, t, f, c} {v, b, s, t, f, c}
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Deep learning: a new world of possibilities
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Different aspects of Trustworthy AI
The Problem              The Solution                                      The Science                                         The Market                The Status

Trustworthiness

Fairness Data Anomalies

RobustnessPrivacy

Explainability

37% of costs of AI conformity assessment is 
estimated to come from robustness by EU
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Security Threats

Robustness

“Natural Robustness” Distribution Drift

Evasion/adversarial attacks 
Inference attacks
Poisoning attacks
Model theft
Etc.

“…an evolution of data that 
invalidates the data model. It 
happens when the statistical 
properties of the target 
variable, which the model is 
trying to predict, change over 
time in unforeseen ways.” 

Accuracy once running in 
production

“the degree to which a model’s performance changes when confronted to data unseen during training”

The Problem              The Solution                                      The Science                                         The Market                The Status
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Machine learning robustness (evasion attacks)

Small adversarial noiseOriginal example

What humans still see

Adversarial example

Gibbon

What ML predicts: “Gibbon”
(99% confidence)

ML predicts: 
“Panda”

(80% confidence)

"Explaining and Harnessing Adversarial Examples", Goodfelow et al., ICLR 2015.
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Carlini, Nicholas, and David Wagner. "Audio adversarial examples: Targeted attacks on speech-to-text." 
2018 IEEE Security and Privacy Workshops (SPW). IEEE, 2018.

“later we simply let 
life proceed in its 
own direction toward 
its own fate”

“the boy looked out at 
the horizon”

Machine learning robustness (evasion attacks)
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Machine learning robustness (evasion attacks)

Crowd face recognition system
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Machine learning robustness (evasion attacks)
Automated decision software in finance

Client history

Transaction 1

Transaction 2

Transaction …

Transaction n

T= Transaction 
n+1

Incoming 
transaction

Feature vector
[f1, f2, f3, f4, f5]

ML Model

Feature vector

Transaction 2

Accept Reject 
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Transaction 1

Transaction 2

Transaction …

Transaction n

T= Transaction 
n+1

Incoming 
transaction

Feature vector
[f1, f2, f3, f4, f5]

ML Model

Feature vector

Transaction 2

Accept Reject 

Evasion attack goal
Make the smallest change in transaction n+1

Such that the decision changes from reject to accept 

Client history

Machine learning robustness (evasion attacks)
Automated decision software in finance
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Intersecting variability, machine learning and testing?



14

Intersecting variability, machine learning and testing?

Early-stage research ahead!

Please change room or come back later for solidly established research J
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Reusability, adaptability, and exploration (in ML)
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Reusability, adaptability, and exploration (in ML)
Transfer learning and fine-tuning

Luis Enrique Silva Vogado et al. "Diagnosis of Leukaemia in Blood Slides Based on a Fine-Tuned and Highly Generalisable Deep Learning Model”, Sensors 21(9):2989.
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Reusability, adaptability, and exploration (in ML)
Multi-task learning

Kim-Han Thung and Chong-Yaw Wee. “A brief review on multi-task learning”, Multimedia Tools and Applications. Volume 77, pages 29705–29725, (2018).
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https://blogs.nvidia.com/blog/what-are-foundation-models/

Reusability, adaptability, and exploration (in ML)
Foundation Models
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Reusability, adaptability, and exploration (in ML)
Foundation Models

https://blogs.nvidia.com/blog/what-are-foundation-models/
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AutoML

Reusability, adaptability, and exploration (in ML)
AutoML



Salah Ghamizi, Maxime Cordy, 
Mike Papadakis, Yves Le Traon

Automated Search for Configurations of 
Convolutional Neural Network Architectures

https://github.com/yamizi/FeatureNet
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AutoML: exponential growth since 2017!
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Our research questions
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A straightforward variability model for DNNs

a simple (dense) DL model

insufficient to specify
newer architectures

a naive feature model
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Various architectures and hyperparameters

Inception Nets

Residual Nets
Convolutional Nets
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Our DNN configuration pipeline

Trained
models

Our 
Block/Cell

Parser

Any 
configuration 

sampler

Our 
Block/Cell

Meta-Model



27

Trained 
models

Our 
Block/Cell 

Parser

Any
configuration 

sampler

Our 
Block/Cell 

Meta-Model
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Meta-modelling DNNs with “Cells”

Logical operation

Pooling

Convolution

Recurrent

Dense

Identity
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Meta-modelling DNNs with “Cells”

Regularization operation
Pre-merge operation

Sparsing

Dropout

Batch 
Normalisation

Resizing
Void

Activation
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Meta-modelling DNNs with “Cells”

Tensor Merging

Sum
Concat

KeepOne



31

Meta-modelling DNNs with “Cells”

Cell Connection

Skip i BlockSkip i Cell
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The corresponding variability model
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Recreating state of the art architecture

LeNet5 architecture

Inception Block
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Experimental settings

• Computational limitations
• Maximum blocks and cells per block set to 5
• Limitation on convolution layers’ filters (128) and dense layers’ neurons (512)
• No batch normalization, padding, concatenation and product operations
• Only one output

• SGD with 0.01 learning rate, no decay, no momentum, batch size of 128 (no optimization)

• Datasets: MNIST (60k+10k images)and CIFAR-10 (50k + 10k images)

• Quality metrics: classification accuracy and efficiency (accuracy divided by number of weights)
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Original implementation vs ours
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Our research questions
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Trained 
models

Our 
Block/Cell 

Parser

Any 
configuration 

sampler

Our 
Block/Cell 

Meta-Model
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PLEDGE: 
Tool for Diversity 
based sampling 

Christopher Henard, Mike Papadakis, Gilles 
Perrouin, Jacques Klein, and Yves Le Traon. 
2013. PLEDGE: a product line editor and test 
generation tool (SPLC '13 Workshops).
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Trained 
models

Any
configuration 

sampler

Our 
Block/Cell

Parser

Our 
Block/Cell 

Meta-Model

38
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Our technique generates a wide range of architectures
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… with diverse accuracy
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… and with diverse size
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Our research questions
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FeatureNet vs. SotA architectures * (MNIST)

1,000 architectures
with previous restrictions100 LeNet5 architectures
100 smaller architectures
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FeatureNet vs. SotA architectures * (CIFAR-10)
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Variability in performance
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vs. other NAS methods
NAS technique Error

FeatureNet 25%

AutoKeras (TexasU,18’) 15%

NasNet (Google, 18’) 2.4%

On Cifar-10:

But FeatureNet:
• Deals only with the architectures, others also consider:

• Training optimization
• Data Augmentation

• Is more efficient:
• our full search took less than 1 GPU day
• NasNet requires hundreds to thousands of GPU days
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Moving ahead
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Moving ahead: improved search

Initial population

Feature
Model

PLEDGE 
products

PLEDGE 
products

PLEDGE 
products

Accuracy
Robustness

Accuracy
Robustness

Accuracy
Robustness

Training

Evaluation

Selection: ELITIST / 
PARETO

Current process
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Moving ahead: improved search
Evolution:
1/ Select N best individuals
2/ Convert them into Feature models (constrain blocks & cells nature)
3/ Lift random constraints (y%) to generate lighter Feature Models
4/ Feed FMs to PLEDGE. Build new products from each
5/ Restart the evolution process

Feature
Model

PLEDGE 
products

PLEDGE 
products

PLEDGE 
products

Selection: ELITIST / 
PARETO

FM1

FM2

FM1.1

FM1.2

FM2.1

FM2.2

PLEDGE

PLEDGE

Work unpublished



Salah Ghamizi, Maxime Cordy, 
Mike Papadakis, Yves Le Traon

Adversarial Robustness in Multi-Task Learning:
Promises and Illusions
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Reusability, adaptability, and exploration (in ML)
Multi-task learning

Kim-Han Thung and Chong-Yaw Wee. “A brief review on multi-task learning”, Multimedia Tools and Applications. Volume 77, pages 29705–29725, (2018).
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Machine learning robustness (evasion attacks)

Small adversarial noiseOriginal example

What humans still see

Adversarial example

Gibbon

What ML predicts: “Gibbon”
(99% confidence)

ML predicts: 
“Panda”

(80% confidence)

"Explaining and Harnessing Adversarial Examples", Goodfelow et al., ICLR 2015.
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Image modified from https://towardsdatascience.com/know-your-enemy-7f7c5038bdf3

Objective: for 𝑥	find 𝛿

ü With 𝑓 𝑥 ≠ 𝑓(𝑥 + 𝛿)

ü With 𝐿! 𝑥, 𝑥 + 𝛿 < 𝜖

Principles of evasion attacks

X
By solving the optimization problem:

argmax
�

L(x+ �, y)

s.t. ||�||p  ✏
<latexit sha1_base64="yYtvfT4l8ZgRPZYcjUOBt/z1FCk="></latexit><latexit sha1_base64="yYtvfT4l8ZgRPZYcjUOBt/z1FCk="></latexit><latexit sha1_base64="yYtvfT4l8ZgRPZYcjUOBt/z1FCk="></latexit><latexit sha1_base64="hP+6LrUf2d3tZaldqaQQvEKMXyw=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odBu3wMYA6nMMFXEEIN3AHD9CBLghI4BXevYn35n2suqp569LO4I+8zx84xIo4</latexit><latexit sha1_base64="dk4r9p/3eTrlF3Eg+BUD6lWEPSA="></latexit><latexit sha1_base64="dk4r9p/3eTrlF3Eg+BUD6lWEPSA="></latexit><latexit sha1_base64="oOG8Yl1v72fJEqaPJOS+5OanDrs="></latexit><latexit sha1_base64="yYtvfT4l8ZgRPZYcjUOBt/z1FCk="></latexit><latexit sha1_base64="yYtvfT4l8ZgRPZYcjUOBt/z1FCk="></latexit><latexit sha1_base64="yYtvfT4l8ZgRPZYcjUOBt/z1FCk="></latexit><latexit sha1_base64="yYtvfT4l8ZgRPZYcjUOBt/z1FCk="></latexit><latexit sha1_base64="yYtvfT4l8ZgRPZYcjUOBt/z1FCk="></latexit><latexit sha1_base64="yYtvfT4l8ZgRPZYcjUOBt/z1FCk="></latexit>
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Evasion attacks in multi-task learning
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Does learning multiple tasks increase robustness?

accuracy ++
robustness ++
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Does learning multiple tasks increase robustness?

average increase of task losses

constant wrt. ✏
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number of tasks

covariance

Conclusion: Robustness increases more as 
• more tasks are learnt
• tasks are less correlated.
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Experimental settings

• Dataset: Taskonomy

• Tasks: Semantic Segmentation (s), Depth z-buffer Estimation (d), Depth euclidian Estimation (D), 
Surface Normal Prediction (n), SURF Keypoint Detection in 2D (k) and 3D (K), Canny Edge 
Detection (e), Edge Occlusion (E), Principal Curvature (p), Reshading (r) and Auto-Encoders (A)

• Models: ResNet18 + custom task decoder (same as Taskonomy paper) 

• Metrics: cross-entropy (segmentation)

• Evasion attack: PGD (25 steps, step size = 2/255, e = 8/255)
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Is the robustness increase generalized?

Adversarial vulnerability of a single main task after adding
an auxiliary task (lower is better). 

Diagonal elements represent models with a single task.
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Marginal vulnerability of multi-task models
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Marginal vulnerability of multi-task models
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Marginal vulnerability of multi-task models
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New theorem

vulnerability of the new task

vulnerability of the 
most vulnerable previous task

average loss increase 
after adding task N+1

Conclusion: Robustness after addning a new task depends on 
• the intrinsic vulnerability of the new task
• the most vulnerable previous task
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Generalization to weighted tasks

learning weight of task i

Conclusion: appropriate task weighting can increase robustness!
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Conclusion



THANK YOU

maxime.cordy@uni.lu


